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ABSTRACT

As artificial intelligence (AI) systems scale across sectors,
the regimes governing who may access, use, audit, license,
and benefit from models, weights, datasets, prompts, and
outputs remain fragmented. “Al rights management”
(AIRM) refers to the technical, legal, and institutional
mechanisms that allocate these rights and duties across
creators, data contributors, model publishers, deployers,
and end-users. Centralized approaches—terms of service
enforced by platforms, siloed registries, and proprietary
compliance APIs—struggle to provide transparency,
composability, and cross-jurisdictional enforceability,
especially when models and content are remixed across
organizational and national boundaries. This manuscript
argues that decentralized identity, verifiable provenance,
content authenticity, and programmable licensing—
coordinated by ledgers and decentralized storage—offer a
credible path to future-proof AIRM. We synthesize insights

from emerging regulations (e.g., the EU Al Act, the EU Data

Act), public-law guidance (e.g., U.S. Copyright Office
(W3C
Verifiable Credentials, Decentralized Identifiers, PROYV),
and industry efforts (C2PA, IPFS, Solid pods, open and

positions on human authorship), standards

responsible Al licensing). Building on this base, we propose
a layered architecture: (1) decentralized identity and role
binding; (2) machine-verifiable rights assertions and
provenance; (3) tokenized or programmable licensing and
revenue distribution; (4) auditability and dispute resolution
through cryptographic attestations and governed data
trusts. Methodologically, we employ a design-science
synthesis with normative legal analysis and scenario-based
evaluation in creative media and dataset contribution
contexts. The results show how decentralized primitives can
make Al rights legible and enforceable ex ante (through
embedding rights in artifacts and workflows) rather than ex
post policing. We conclude with a scope and limitations
section that surfaces governance pitfalls (e.g., sybil risk and
unequal bargaining power),

regulatory alignment

challenges, and open research questions on watermark
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robustness, cross-chain portability, and human-centric

Questions

Watermark

remedies.
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Figure-1.Fragmented Al Rights Management Hinders Growth
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INTRODUCTION

Al has complicated long-standing questions of authorship,
ownership, and accountability. A single output (e.g., an image
or code snippet) may reflect the creative labor of a prompt
engineer, the weights learned from numerous copyrighted
works, and inference-time adaptations informed by user data. If
we cannot trace who did what, when, and under which rights,
then royalty payments, takedown requests, and safety audits
become speculative rather than evidence-based. Modern
legislation and guidance already signal a shift toward verifiable

Al practices. The EU Artificial Intelligence Act (Regulation

(EU) 2024/1689) establishes harmonized rules for Al
governance, including transparency obligations for certain
systems and disclosure around training and evaluation
practices. In parallel, the EU Data Act clarifies who can use
which data, on what terms, and under which conditions—
critical for defining access and portability across Al value

chains.
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On authorship and copyrightability, the U.S. Copyright Office’s
(USCO) 2023 policy statement confirms that works generated
solely by Al lack copyright protection in the United States
absent sufficient human authorship—though Al-assisted works
can qualify when a human’s creative contribution is evident and
original; courts have upheld this stance in Thaler v. Perimutter.

These legal anchors coexist with international conversations
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convened by WIPO to map unresolved IP issues in Al (e.g.,
training exceptions, inventorship/authorship, and data

provenance).

Yet policy alone cannot scale AIRM. Central registries are
brittle; proprietary APIs fragment compliance; and “click-
through” licenses are neither machine-actionable nor
composable across platforms. Decentralized primitives—
cryptographic identities, attestations, content authenticity
manifests, and distributed ledgers—allow rights and duties to
travel with the artifact (dataset, model card, or output) and be
evaluated at use-time. Decentralization here is not “blockchain
for everything”, but a careful choreography of standards (e.g.,
W3C Verifiable Credentials and DIDs), provenance models
(W3C PROV), and authenticity signals (C2PA), optionally
anchored to content-addressed storage (IPFS) and governed
enclaves (data trusts and Solid pods) to bind rights to entities

and evidence.

Finally, licensing regimes are evolving: the Open Source
Initiative released an “Open Source Al Definition 1.0”
delineating freedoms and access conditions; responsible-use
licenses (e.g., RAIL) embed behavioral constraints; Creative
Commons clarifies how CC-licensed works interact with Al
training under various jurisdictions. Together, these signal a
rights landscape that must be machine-readable, enforceable,

and portable.

LITERATURE REVIEW

From DRM to AIRM

Traditional digital rights management (DRM) limited copying
and access through centralized control—a poor fit for Al’s
recombinant workflows. Recent scholarship argues for
decentralized DRM designs that store rights metadata on public

ledgers, validate it in permissioned domains, and enforce

payouts via smart contracts—demonstrated persuasively in the
music industry. These insights generalize: Al ecosystems need
transparent rights registries, globally consistent metadata, and
automatic settlement to reconcile competing claims among
model builders, dataset contributors, rights-holders, and

downstream creators.

Legal foundations under flux

The EU AI Act codifies risk-based obligations; while not an IP
statute, its documentation and transparency requirements,
combined with the EU Data Act’s provisions for
access/portability and the Data Governance Act’s stewardship
models, create a compliance spine for rights-aware Al In the
U.S., USCO’s 2023 policy and subsequent litigation (7haler)
affirm the centrality of human authorship, leaving unresolved
questions about training exceptions and style emulation (topics
the Office continues to analyze in ongoing reports). WIPO’s
multi-session “Conversation on IP and AI” outlines domain-
agnostic issues (e.g., ownership of outputs, data and model

provenance, liability) that motivate standards-based solutions.

Identity, credentials, and provenance

W3C’s Decentralized Identifiers (DID) and Verifiable
Credentials (VC) specifications enable cryptographically
verifiable claims about entities (people, organizations, devices)
and artifacts (datasets, models), including role assignments

EEINT3

(e.g., “rights-holder,” “data trustee,” “model maintainer”).
Provenance standards (W3C PROV) provide a common data
model to express who used what to produce what, across
pipelines. Content authenticity manifests from the Coalition for
Content Provenance and Authenticity (C2PA) allow creators
and tools to embed tamper-evident metadata that records
capture, editing, and generation steps; this is increasingly

proposed to tag Al-generated outputs and tie them back to

source claims.
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Content addressing and storage

InterPlanetary File System (IPFS) identifies content by its
cryptographic fingerprint (CID), allowing rights manifests and
artifacts to be bound to immutable identifiers; this is useful for
deduplicating royalties and proving that “this exact artifact”
was used. Meanwhile, Solid pods (decentralized personal data
stores) and data trusts (institutional stewards) present
governance patterns for consent, revocation, and equitable
sharing—essential when training data contains personal or

community-contributed assets.

Licensing and norms

The Open Source Initiative’s Open Source Al Definition
clarifies freedoms (use, study, modify, share) in the Al context,
stressing access to the “preferred form of modification” (often,
weights plus training code/recipes). Responsible Al Licenses
(RAIL) introduce behavior-based restrictions for high-risk
uses, blending access with guardrails. Creative Commons has
published primers on how CC licenses intersect with Al
training, underscoring jurisdictional variance and limits of

license-based “anti-training” provisions.

Documentation for accountability

“Model Cards” and “Datasheets for Datasets” are widely
adopted patterns for disclosing intended use, performance, and
data lineage; decentralized AIRM can render these disclosures
trustworthy by cryptographically binding them (and later

updates) to the model/dataset artifact and signer identities.

Collectively, the literature and standards point to a convergent
technical stack for AIRM: decentralized identity and roles,
verifiable claims and provenance, authenticity manifests for
outputs, content addressing for artifacts, and programmable

licensing for usage and revenue settlement.

METHODOLOGY

This work follows a design-science and normative legal

analysis approach:

1. Problem framing and requirements elicitation
2. We synthesize regulatory obligations (EU Al Act,
Data Act; USCO guidance), community norms (OS],
CC), and technical affordances (DID/VC, PROV,
C2PA, IPFS, Solid, data trusts) to derive requirements
for Al rights management: (R1) identity-bound roles;
(R2) machine-readable rights and duties; (R3) tamper-
evident provenance; (R4) content authenticity and
disclosure; (R5) programmable licensing and
settlement; (R6) consent, revocation, and data
minimization; (R7) cross-jurisdictional
interpretability.
3. Artifact design: a layered, decentralized AIRM
architecture
o Layer A (Identity & Roles): Assign DIDs to
human actors, organizations, and automated
agents; issue VCs for roles such as “dataset
rights-holder,” “model author,” “licensee,” or
“trustee.”
o Layer B (Provenance & Claims): Use
PROV  to encode data lineage,
training/inference steps, and contributions
(with hash-linked manifests).
o Layer C (Authenticity & Disclosure):
Attach C2PA content credentials to generated
artifacts  (images, audio, text) with
attestations describing generative model
identity, version, and prompts.
o Layer D (Content Addressing & Storage):
Address all artifacts (datasets, model

snapshots, cards, manifests) via IPFS CIDs;
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index them on a ledger or registry for Scenario S1: Rights-aware creative generation

discoverability and audit.

o Layer E (Licensing & Settlement): Express A studio commissions a mixed-media advertisement that blends

licenses as machine-readable policies (e.g., human-shot footage, licensed music stems, and Al-generated

JSON-LD) that smart contracts interpret to textures. The production stack implements Layers A—E:

authorize uses, meter consumption, and split

royalties among contributors; allow escrow
or stablecoin settlement to reduce FX

friction.

e The studio, music publisher, and post-production

vendors use DIDs; each party holds VCs asserting

their roles. When an editor imports a music stem, the

o Layer F (Governance & Remedies): NLE reads a VC that encodes territorial and media-

Instantiate data trusts for community type restrictions. Attempted uses outside the license

. o i i her th
datasets; use Solid pods for individual data scope trigger an ex ante warning rather than an ex post

. . o ID di .
control; specify dispute flows (arbitration, content ID dispute

. e Every render attaches a C2PA manifest stating the
appeals) and emergency revocation

capture device for footage, the editing software chain,
procedures.

4. Evaluation by scenarios and any generative models with version hashes.

Downstream platforms ingest the asset and validate

We apply the architecture to two representative the manifest, enabling: (i) audience disclosure, (ii)

scenarios—(S1) creative media generation with third- internal risk routing for ad policy, and (iii) automatic

party assets, and (S2) collaborative dataset routing of a micro-royalty to the publisher on each

contribution to a foundation model—evaluating play per the machine-readable license.

whether the design satisfies R1-R7, and where e If the studio later updates the color grade, the new

practical or legal gaps remain. render inherits the lineage via PROV, ensuring

auditors can reconstruct the entire pipeline.
5. Validation strategy
Outcome: The rights become portable and machine-verifiable.

We align architectural choices with  specific Royalty splits are enforced by contract code; disclosures satisfy

articles/clauses in the EU Al Act (documentation and platform and regulatory policies; provenance reduces disputes

transparency), the Data Act (access/portability), and and accelerates clearances.

USCO human-authorship principles; we also map to

standards profiles (DID/VC, PROV, C2PA). This Scenario S2: Community data contribution to a foundation

“standard-anchored” validation emphasizes model
interoperability and regulatory readiness rather than

benchmark performance. A consortium builds a multilingual speech model from citizen-

science contributions.

RESULT
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e Contributors host audio in personal Solid pods.
Consent (purpose, duration, allowed uses) is expressed
as a VC; revocation travels with the data pointer,
enabling future retraining filters.

e A data trust governs the corpus; revenues from
commercial inference users flow via programmable
splits to the trust and, pro-rata, to contributor wallets.

e Training jobs materialize PROV graphs (source IDs,
preprocessing, augmentations) and  checksum
snapshots; model releases ship with signed Model
Cards and dataset Datasheets hash-bound to the
weights.

e  When an enterprise customer deploys the model, its
inference service checks license terms (e.g.,
prohibitions on surveillance use) and automatically
withholds settlement if the wusage category is

disallowed.

Outcome: Contributors retain meaningful agency, and the
model’s lineage remains auditable. The architecture
demonstrates compliance readiness for
documentation/transparency regimes while preserving opt-out

pathways and economic participation.

Observed advantages and trade-offs

o Legibility & auditability: Binding rights to artifacts
via CIDs and to roles via VCs yields verifiable
compliance, reducing “he said, she said” disputes.

o Settlement efficiency: Smart-contract splits reduce
intermediaries and reconcile long tails of micro-
royalties (as seen in decentralized DRM research).

e Compliance by construction: C2PA + PROV
manifests support disclosure obligations and trust

signals across platforms.

e Governance burden: Data trusts and Solid pods
introduce operational complexity; unequal bargaining
power may still produce extractive terms without

procedural safeguards.

CONCLUSION

Decentralized AIRM reframes enforcement from platform
policing to embedded verifiability. Identity standards (DID/VC)
let us encode roles and permissions; provenance (PROV) and
authenticity (C2PA) make Al pipelines reconstructable and
outputs self-describing; content addressing (IPFS) ties claims
to immutable artifacts; programmable licenses and settlement
distribute value at line-rate. This stack complements emerging
regulatory obligations (e.g., transparency and documentation in
the EU Al Act) and aligns with copyright doctrines that
prioritize human creativity while clarifying the status of Al-

assisted works.

The near-term trajectory suggests more machine-readable
policy. The Open Source Al Definition 1.0 will pressure
vendors to disclose the “preferred form of modification,” while
responsible-use licenses (RAIL) and platform policies will
continue to gate high-risk uses. Meanwhile, public authorities
are still working through the thorniest questions—training on
copyrighted materials, style emulation, and collective rights—
topics the U.S. Copyright Office has continued to examine in

recent reports.

Our results show that decentralized primitives can practically
improve rights legibility, ex-ante compliance, and fair
compensation—provided we address governance challenges
and standardize profiles that vendors and creators can adopt

with minimal friction.

SCOPE AND LIMITATIONS
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Scope

This manuscript synthesizes law, standards, and systems
literature to propose a general-purpose AIRM architecture. It is
technology- and jurisdiction-agnostic by design, referencing
EU and U.S. anchors and internationally recognized standards
bodies (W3C, Joint Development Foundation/C2PA). It targets
workflows spanning creative media, software/code generation,

and data-centric model training.

Limitations

First, binding law varies by jurisdiction and remains in flux;
implementers must map licenses and consents to local contract
and consumer-protection law. Second, provenance is not
infallible: C2PA/PROV attestations rely on trustworthy
hardware/soft-ware roots; falsified or stripped manifests remain
risks, and watermarking of Al outputs is adversarial. Third,
governance complexity: data trusts and Solid pods can
reintroduce centralization (via trustees or identity providers),
and they require sustained funding and community oversight.
Fourth, privacy and ethics: even with consent VCs, training on
sensitive data may be undesirable or unlawful; differential
privacy or synthetic data may be needed but can degrade utility.
Finally, interoperability: cross-chain portability and standard
license semantics are nascent; multi-vendor adoption requires
profiles, test suites, and liability backstops. Despite these
constraints, progressive deployment—starting with content
authenticity and model/dataset documentation bound to
identities—can deliver immediate value while the broader

ecosystem matures.
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