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ABSTRACT

Cryptocurrency’s promise of open, programmable finance
has been shadowed by an evolving spectrum of fraud—
investment scams, phishing, ransomware monetization, and
money-laundering pipelines that hop across chains and
jurisdictions. Traditional rule-based monitoring struggles
with scale, concept drift, and adversarial obfuscation
(mixers, peel chains, cross-chain bridges). This manuscript
synthesizes the state of the art and proposes an end-to-end
deep learning framework for fraud detection that blends
graph neural networks (GNNs) on transaction graphs with
temporal sequence models, representation learning for
wallets and entities, and risk-aware active learning to
leverage sparse labels. We ground the discussion in public
datasets (e.g., Ellipticl/Elliptic2, BitcoinHeist, XBlock-
ETH) and up-to-date industry intelligence (Chainalysis,
TRM Labs) and map the methodology to regulatory
expectations (FATF’s standards and the Travel Rule). We
describe a modular pipeline covering data engineering,

graph construction, feature learning, semi-supervised

training, evaluation (ROC-AUC, PR-AUC, precision@Kk),
and explainability (counterfactual traces, subgraph
rationales). Results summarized from recent literature
show that GNNs and temporal graph transformers
generally outperform shallow models and static heuristics,
especially when augmented with edge-time features and
neighborhood motif learning. We conclude with
deployment guidance—human-in-the-loop triage, concept-
drift monitoring, and privacy-preserving analytics—and
outline limitations (label scarcity, feedback loops, evasion
tactics) and future work (federated graph learning, causal

inference on chain, and cross-chain entity resolution).
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Enhancing Cryptocurrency Fraud Detection

Figure-1.Enhancing Cryptocurrency Fraud Detection
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INTRODUCTION

Over the last decade, digital assets have matured from a niche
experiment into a multi-trillion-rupee global market, enabling
borderless value transfer and programmable financial services.
Alongside legitimate growth, illicit actors have leveraged
pseudonymous addresses, decentralized exchanges, privacy
protocols, and cross-chain bridges to perpetrate scams, launder
proceeds, and monetize cybercrime. Market surveillance
therefore demands techniques that (1) scale with on-chain data
volume, (2) adapt to adversarial innovation, and (3) provide

explainable, regulator-relevant signals.
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Figure-2.Deep Learning for Crypto-Fraud Detection

Industry threat intelligence indicates that while the share of
illicit volume is a small fraction of total activity, the absolute
value remains substantial and concentrated in categories such
as scams, ransomware, sanctions exposure, and stolen funds.
Recent reporting also shows year-to-year shifts—e.g., a decline
in aggregate illicit inflows in 2024 but spikes in ransomware
and stolen funds—underscoring the need for adaptive models

rather than static rules.

Research has progressed from handcrafted features and tree
models to graph representation learning, where transactions or
addresses are nodes and transfers are edges. Early work
introduced the Elliptic dataset and demonstrated the utility of
graph learning; subsequent studies broadened to subgraph
“shapes” of laundering, temporal modeling, and cross-chain

contexts.

This manuscript contributes: (i) a concise review of datasets and
methods; (ii) a practical deep learning methodology tailored to
cryptocurrency fraud; (iii) a synthesis of reported results; and
(iv) deployment guidance aligned with current AML standards
(FATF) and the Travel Rule’s data-sharing obligations.
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LITERATURE REVIEW

Fraud typologies and trends

On-chain fraud spans investment/romance ‘“pig-butchering”
schemes, phishing and drainer kits, wash trading/narcissistic
volume for NFTs, ransomware cash-outs, and sanctions evasion
via high-risk services. Multiple sources note the growing
professionalization of scam operations, with social-engineering
funnels increasingly augmented by generative Al for
convincing lures and scripted chats, and with industrialized

laundering routes through OTC brokers, mixers, and bridge-

hopping.

Industry reports offer a moving baseline. Chainalysis’ annual
trends indicate that illicit volumes are persistently large in
absolute terms, subject to upward revision as more addresses
are identified; mid-year briefings highlighted declines in overall
illicit flows but increases in stolen funds and ransomware
inflows year-over-year. TRM Labs similarly reports resilient
fraud volumes despite enforcement gains. These dynamics
motivate models that continuously learn and incorporate new

attributions.

Regulatory guidance affects modeling constraints. FATF’s
evolving standards for virtual assets and VASPs—including
implementation status reviews and updates to payment
transparency (Recommendation 16)—push for better
originator/beneficiary data and risk-based screening, which
detection systems must support with explainability and audit

trails.

Datasets

e Ellipticl (KDD’19 workshop): time-series transaction
graph with labels (licit/illicit’unknown) for Bitcoin

transactions; foundational for AML benchmarking.

Elliptic2 (2024) extends to subgraph representations
capturing laundering “shapes.”

e BitcoinHeist (UCI/Kaggle): ransomware-linked
address features and family labels used for supervised
classification and topological analyses.

e XBlock-ETH: large-scale  Ethereum  datasets
(including ERC-721 activity) supporting account- and
transaction-level analytics.

e Ethereum Fraud Detection (Kaggle) and labeled
transaction corpora from community/academic efforts
provide additional supervised signals, albeit with

label-quality caveats.

Methods

Shallow learners (logistic regression, random forests, gradient
boosting) on engineered features (amount  statistics,
degree/centrality, time-since-first-seen) have been standard
baselines; early Elliptic analyses even found RF competitive or

superior to first-generation GCNS.

Graph deep learning now dominates research:

¢  GCN/GAT/GraphSAGE/GIN for node/edge
classification on address—transaction graphs.

e Temporal GNNs (TGN, TGAT, DySAT) incorporate
event time and evolving neighborhoods.

e Subgraph learning and motif mining detect
laundering “shapes” (e.g., peel chains, layering stars).

e Anomaly detection (self-supervised contrastive
learning, one-class objectives) addresses extreme class
imbalance and scarce labels.

Comprehensive reviews in financial fraud detection

confirm GNNSs’ effectiveness across modalities.

Recent results show GNNs overtaking shallow baselines on
updated datasets and tasks, especially when using temporal

edges and multi-hop context. Newer studies in 2025 report




Scientific Journal of Artificial Intelligence and Blockchain Technologies

ISSN: 3049-4389
Vol. 3, Issue 2, Apr — Jun 2026 || PP. 11 —20

GCN variants outperforming MLP/RF/LSTM baselines on

Bitcoin illicit transaction prediction.

METHODOLOGY

We propose a pragmatic, regulator-aligned pipeline that can be

implemented by exchanges, wallets, and analytics providers.

1) Data acquisition and normalization

1. Blockchain data ingestion: Full-node or indexer
feeds (e.g., Bitcoin, Ethereum) with parsed addresses,
transactions, and token transfers.

2. Off-chain enrichment (where available):
exchange/VASP tags, sanction lists, dark-market
clusters, malware attribution, and leak intelligence.

3. Label curation: From public datasets (Elliptic,
BitcoinHeist, XBlock-ETH) and internal casework;
encode label confidence. Maintain positive-unlabeled
structure to reflect the reality that most nodes are

unlabelled.

2) Graph construction

o Heterogeneous graph with address, transaction,
contract nodes; edges for value transfers, internal calls,
approvals; typed relations (L1 tx, token transfer, DEX
swap, bridge hop).

o Temporal indexing with block time and edge time-
deltas; retain rolling windows to respect AML “recent
activity” emphasis.

e Entity resolution (optional): cluster addresses into
entities using heuristics (multi-input in Bitcoin), co-
spend patterns, and tagged clusters from analytics

partners.

3) Feature engineering (to bootstrap learning)

Node features: degree/strength, burstiness, address
age, gas/fee patterns, EOA vs contract, opcode/topic
fingerprints for contracts, DEX interaction counts,
mixer/bridge proximity.

Edge features: amount, token type, time since
previous tx, exchange direction (hot«>cold wallets),
fee pressure.

Subgraph features: small motifs (fan-in/out stars,
peel chains), PageRank/Betweenness in sliding

windows.

4) Representation learning and model architecture

Backbone: Temporal Graph Transformer (TGT)
with heterogeneous attention (per relation type), edge
encoders for amount/time, and positional encodings
for event time.
Auxiliary heads:
o Node-level classification (address-risk) and
edge-level classification (transaction-risk).
o Self-supervised contrastive head on time-
shuffled/neighbor-masked views to learn
invariances.
Loss: Focal loss or class-balanced cross-entropy;
positive-unlabeled (PU) risk estimator for unlabeled
majority; label-smoothing to mitigate noisy labels.
Calibration: Temperature scaling and isotonic
regression to produce risk scores interpretable by

analysts and aligned with SAR thresholds.

5) Training protocol

Temporal train/validation/test splits to prevent
leakage.

Hyperparameters tuned with Bayesian optimization;
early stopping on PR-AUC (positive class is highly

imbalanced).
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Ablations: (i) remove time features; (ii) replace
transformer attention with GAT; (iii) swap to shallow
baselines (XGBoost on engineered features).

Robustness: Adversarial tests—perturbing
amounts/timings;  subgraph  edits  simulating

mixer/peel routes—to measure stability.

6) Explainability and analyst tooling

Subgraph rationales: Extract influential k-hop
neighborhoods (e.g., layered paths to a sanctioned
service) and visualize with edge-time heatmaps.
Counterfactuals: “Which edge or timing change
would drop the risk below threshold?” for operational
tuning.

Playbooks: Risk tags (ransomware-adjacent, mixer-
proximal, bridge-chained) with human-readable
narratives to support SAR/STR filings and Travel Rule
messages. Alignment with current FATF expectations

strengthens defensibility during audits.

7) Deployment

Streaming inference on micro-batches at block
cadence; feature store for rolling aggregates.
Human-in-the-loop triage queues combining model
risk, heuristics (sanctions, blocklists), and case
history.

Model governance: versioning, drift dashboards (KS
tests on features, PSI on risk scores), bias checks
(jurisdiction/service-type exposure).

Privacy: Where -cross-institution collaboration is
needed, use federated learning or secure enclaves for
feature sharing; standardize Travel Rule payloads

while minimizing PII exposure.

RESULTS

A full empirical replication is beyond this manuscript’s scope;
instead, we consolidate findings from peer-reviewed and

preprint studies and articulate practical benchmarks.

1. Supervised baselines vs. GNNs
Early Elliptic analyses showed strong performance for
tree-based models on engineered features, with first-
generation GCNs competitive but not dominant.
Subsequent research (2024-2025) demonstrates that
GCN/GAT variants with temporal and edge
features now outperform MLP/RF/LSTM on illicit-
transaction prediction tasks, especially under severe
class imbalance—consistent with the intuition that
multi-hop relational context is crucial for capturing
laundering patterns.

2. Subgraph “shape” learning
Learning on subgraphs associated with laundering
(e.g., peel chains, fan-out layering) improves
precision@k for case-building by surfacing compact,
human-interpretable evidence slices. The Elliptic2
work formalizes such motifs and shows representation
learning benefits.

3. Ransomware and scam detection
BitcoinHeist and follow-on studies report high
discrimination for identifying ransomware-linked
addresses using supervised learning; however,
generalization to future families and unseen tactics
requires temporal controls and anomaly-aware
methods. Industry reports corroborate that social-
engineering fraud (“pig-butchering”) remains a major
revenue driver, rising with sophisticated lures aided by
GenAl

4. Operational outcomes
Mid-2024 industry reporting shows overall illicit
activity declining while ransomware/stolen funds rose;

enforcement collaborations and improved address
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attribution lead to post hoc upward revisions of illicit
totals. This highlights the need for continuous
learning and label-refresh pipelines: model scores
should be periodically re-evaluated as new attributions

arrive.

Practical benchmark suite (recommended for deployments):

e Datasets: Ellipticl (node classification), Elliptic2
(subgraph classification), BitcoinHeist (address-
family classification), and a rolling slice of XBlock-
ETH (transaction-level risk).

e Metrics: PR-AUC (primary), ROC-AUC, Fl@k,
precision@k (k tuned by analyst capacity), calibration
error (ECE).

o Targets (illustrative goals informed by literature): PR-
AUC improvements of 5-15 points over tuned
XGBoost; precision@k > 0.6 for analyst-budgeted k;
calibration ECE < 0.05 after temperature scaling.
(These targets guide acceptance; actual values vary by

label density and time split.)

CONCLUSION

Fraud in cryptocurrencies is inherently relational and temporal:
illicit actors operate through structured transaction patterns that
adapt to pressure. Deep learning—particularly temporal GNNs
enhanced with subgraph reasoning—offers substantial gains
over rule-based and shallow approaches by capturing multi-hop
flows, timing, and behavioral motifs. A practical pipeline
couples high-throughput graph construction with self-
supervised representation learning, semi-supervised objectives
to exploit sparse labels, and explainability designed for AML
operations and regulatory audits. Literature from 2019-2025
shows steady advancement: from first-generation GCN
baselines on Ellipticl to subgraph-shape learning and temporal

models with superior precision at actionable alert volumes.

Successful real-world deployment, however, depends on more
than model accuracy. Institutions must implement careful
governance—temporal  splits, drift —monitoring, post-
deployment calibration, and human-in-the-loop review—to
prevent feedback loops and over-fitting to known typologies.
Collaboration frameworks aligned with FATF standards (e.g.,
streamlined originator/beneficiary data exchange under
Recommendation 16) can reduce data blind spots while
preserving privacy via federated learning or trusted execution.
Finally, as enforcement and intelligence expand attribution,
systems must continually retrain to reflect newly identified
illicit clusters and revised historical labels—a reality well-
documented in industry reporting. Future work should prioritize
cross-chain entity resolution, causal structure discovery for
better counterfactual explanations, and robust training against

adversarial subgraph edits.
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