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ABSTRACT

Academic institutions face intensifying challenges to uphold
integrity in an era of abundant digital content, Al-assisted
writing tools, remote assessment, and rapidly scaling
enrollments. Traditional plagiarism detection pipelines—
based largely on centralized databases and surface-level
similarity measures—struggle with paraphrase
obfuscation, cross-lingual borrowing, ghostwriting, and
evolving Al-generated text. This manuscript proposes a
reference architecture that fuses permissioned blockchain
with advanced Al-based plagiarism detection to create
verifiable, privacy-preserving, and scalable integrity
services for higher education. The approach records
tamper-evident submission events, content fingerprints,
and adjudication trails on-chain while storing full artifacts
off-chain. It deploys modern NLP and program-analysis
models (transformers, stylometry, AST- and token-based
semantic

code analysis) for robust similarity and

authorship profiling, augmented by privacy-preserving
techniques such as federated learning and differential
privacy. The design extends to decentralized identifiers
(DIDs) and verifiable credentials (VCs) for identity
assurance, and to zero-knowledge proofs (ZKPs) for
selective disclosure of evidence during disputes. We present
a methodological plan and an illustrative statistical analysis

that compares a baseline detector with the proposed

Al+blockchain system, showing higher recall with
maintained precision, lower false-positive rates, and
auditable decisions. We discuss governance,

interoperability, and cost-performance trade-offs, and we
delineate scope and limitations—including model drift,
paraphrase arms races, throughput constraints, and cross-
institution adoption. The resulting architecture reframes
plagiarism detection as a transparent, rights-respecting,
and institutionally portable service, enabling universities to
deter misconduct, accelerate fair resolution, and cultivate

trust across the academic ecosystem.
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Enhancing Academic Integrity with Al and Blockchain
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Figure-1.Enhancing Academic Integrity with Al and Blockchain
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INTRODUCTION

Academic integrity safeguards the credibility of credentials, the
reliability of research, and the fairness of assessment. Yet the
digital transformation of learning has multiplied risks: copy-
paste from open web sources; cross-lingual appropriation;
contract cheating and ghostwriting; and Al-assisted drafting
that blurs authorship boundaries. At the same time, institutions
must process more assignments, manage remote evaluations,

and adjudicate cases consistently and transparently.
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Figure-2.Synery for Academic Integrity

Conventional plagiarism detection systems rely on centralized
indexes of documents and string-based matching or shallow
semantic similarity. These approaches risk both false negatives
(e.g., sophisticated paraphrase, style transfer, or code structure
changes) and false positives (e.g., common phrasing, properly
cited text, or model miscalibration). They also introduce
privacy concerns and limited auditability: students and
instructors rarely gain a verifiable history of what content was
checked, which model version made which inference, or how a

result was escalated and resolved.

We propose a blockchain-powered academic integrity layer
with Al-based plagiarism detection that re-centers verifiability,
privacy, and fairness. A permissioned distributed ledger acts as
the tamper-evident substrate for submission events, content
fingerprints, model version hashes, and adjudication metadata.

Off-chain storage (e.g., content-addressed systems) holds the
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actual files, while on-chain references bind them through
cryptographic hashes and timestamps. An Al pipeline uses
transformer-based embeddings, stylometric profiles, and code-
structure analysis to detect semantic similarity, cross-language
reuse, and contract cheating patterns. Privacy-preserving
training via federated learning and differential privacy supports
cross-institution collaboration without centralizing sensitive
student data. Identity is anchored in decentralized identifiers
(DIDs) and verifiable credentials (VCs), and selective evidence
disclosure is enabled with zero-knowledge proofs (ZKPs) for

due-process compliant disputes.

The remainder of this manuscript synthesizes related work,
details the architecture and methods, presents an illustrative
statistical analysis, and discusses results, conclusions, scope,

and limitations.

LITERATURE REVIEW

Blockchain and auditability

Blockchains provide immutable, append-only logs that support
verifiable timestamps and provenance proofs. Permissioned
frameworks (e.g., consortium ledgers) enable governance-
aligned throughput and access control for institutional
consortia. Prior work demonstrates decentralized timestamping
and integrity verification for digital artifacts and credentials,
which directly transfers to assessment submissions and

adjudication trails.

Identity, credentials, and selective disclosure

The W3C’s DID and VC standards support portable,
cryptographically verifiable identity and attestations, allowing
institutions to issue course-enrollment or assessment
authorization credentials. Combined with ZKPs, these enable

selective disclosure—e.g., proving a submission was on time

and attributable to a specific student identity without exposing

unrelated personal data.

Plagiarism detection evolution

Early systems relied on n-grams, shingling, MinHash/SimHash
fingerprints, and winnowing algorithms to detect near-
duplicates. Research expanded to cross-lingual plagiarism
using aligned corpora and translation-agnostic similarity.
Software plagiarism detection leveraged tokenization, abstract
syntax trees (ASTs), program dependence graphs, and
algorithms such as winnowing and MOSS. Contemporary NLP
leverages deep transformer encoders (e.g., BERT) and cross-
encoders/bi-encoders to detect semantic similarity and
paraphrase beyond lexical overlap; authorship analysis employs
stylometry to flag ghostwriting by measuring shifts in syntactic
and lexical features. These advances improve recall but must be

calibrated to sustain precision and fairness.

Privacy-preserving ML

Federated learning trains models across institutions without
centralizing raw data; differential privacy limits leakage from
model updates, and homomorphic encryption or secure
aggregation protects intermediate statistics. Membership-
inference and model-inversion attacks underscore the need for
privacy-aware training and controlled access to embeddings

and scores.

Al-generated text

Large language models (LLMs) complicate detection because
well-formed output can be novel at the token level while
remaining semantically derivative or stylistically non-human.
Detection strategies include perplexity-based signals,

watermarking, and stylometric deviations; however, none are
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definitive, and due process requires transparent thresholds,

model versioning, and appeal mechanisms.

Collectively, these lines of work suggest a convergent
architecture: blockchain for provenance and accountability, and
advanced Al for robust detection—bound together with
privacy-preserving training, standardized identity, and

selective, auditable disclosure.

STATISTICAL ANALYSIS

We report an illustrative comparative analysis (simulated but
parameterized to realistic benchmarks) between a Baseline
Detector (centralized, traditional similarity index and n-gram
methods) and the Proposed Al+Blockchain System
(transformer-based semantic matching, stylometry, code-
structure analysis; full provenance logging). The dataset
reflects a mixture of essays and code assignments (N=2,000
submissions across two terms) with stratified sampling of

genuine, properly cited, and plagiarized cases.

Model N | Precisi | Rec | F1 | False | Mean
Do on all - Detect
cs Positi ion

ve Latenc

Rate y (s)
Baseline | 200 | 092 | 0.71 | 0.8 | 0.060 7.5
Detector 0 0
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Figure-3.Statistical Analysis

Inferentially, a paired analysis at the assignment level suggests
a significant improvement in recall (A=+0.15) with maintained
precision (A=+0.02). A t-test on per-assignment detection
outcomes yields t(1999)=4.13, p=0.003, Cohen’s d=1.31 for
recall improvement; false-positive reductions are also
significant (y*(1)=6.8, p=0.009). Latency increases modestly
(=+1.7s) due to deeper semantic and stylometric passes plus on-
chain event commits, but remains within grading SLAs for
batch processing. Confidence intervals would tighten with

production-scale deployments.

METHODOLOGY

Architectural Overview

1. Identity & Access (DIDs/VCs):
o Students and faculty hold DIDs. Institutions

issue VCs for course enrollment, exam
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eligibility, and role-based permissions (e.g.,
instructor, proctor, integrity officer).

Smart contracts enforce that only
credentialed actors may submit, review, or

adjudicate cases.

2. Submission Workflow & Provenance:

o

o

A student submits an assignment to the
integrity gateway.

The gateway computes multiple fingerprints:

= Text: token n-grams,
MinHash/SimHash, transformer
embeddings (CLS vectors;

sentence-level embeddings).
=  Code: token streams, AST hashes,
winnowed shingles, and feature
vectors from program-dependence
graphs.
The full file is stored off-chain in a content-
addressed store (e.g., IPFS/S3 with server-
side encryption).
A smart contract records: (i) content hash, (ii)
fingerprint hashes, (iii) timestamp, (iv) DID
of  submitter, (v) course/assignment
identifiers, (vi) model version IDs.
A ZKP-ready commitment is created for
sensitive

features (e.g., embeddings),

enabling future selective disclosure.

3. Detection Pipeline:

o

Candidate retrieval: fast locality-sensitive
hashing (LSH) over fingerprints narrows
search to top-k comparands from institutional
and consortium corpora.

Semantic scoring: cross-encoder or dual-
encoder models compute pairwise similarity;
paraphrase-resistant metrics combine token,

syntax, and semantic features.

Stylometry & authorship profiling:
classifier models flag significant deviations
from the student’s longitudinal style profile
(built from prior submissions with consent
and DP safeguards).

Citation-aware filtering: Dbibliographic
parsers and reference matching reduce false

identifying properly

positives by
quoted/cited segments.

For code: structure-preserving similarity
functions on AST and control-flow graphs
complement token overlap metrics to detect

reordering and obfuscation.

4. Federated Training & Privacy:

o

Institutions train local models on their own
data; model updates are aggregated via
secure aggregation.

Differential privacy (e, 6 budgets) governs
noise added to wupdates; DP-aware
hyperparameters balance utility and privacy.
Embedding sharing is minimized; only
hashes/commitments and model update

deltas cross boundaries.

5. Adjudication & Auditability:

o

When a case is flagged, evidence packs
contain: matched passages, similarity scores,
aligned snippets, code diffs, stylometric
deviation summaries, and model/version IDs.
A dispute process invokes ZKPs to verify that
flagged  segments match  committed
fingerprints without exposing unrelated parts
of the submission.

All adjudication steps (creation, review,
resolution) are logged on-chain with role-
based

access logs and time-stamps,

supporting appeals and external audits.
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6. Interoperability & Governance:
o The consortium ledger is permissioned (e.g.,
a Fabric-like network) with institution nodes
and a compliance node.
o Smart contracts encode retention policies, DP
budgets, permitted model versions, and

evidence-retention timeouts.

Evaluation Plan

e Datasets: public plagiarism corpora (text and code)
plus institutionally approved historical data.

e Baselines: traditional n-gram systems and
commercial-style indexers.

e  Metrics: precision, recall, F1; false-positive rate;
latency; storage/compute overhead; ZKP proof
generation/verification times; on-chain throughput
(TPS) and cost.

e Ablations: effect of stylometry, cross-encoder vs bi-
encoder, code-structure analysis, DP noise levels, and
federation scope.

e Stress tests: paraphrase intensity, cross-lingual
borrowing, code obfuscation, Al-assisted drafts

with/without citations.

RESULTS

Detection quality

The proposed pipeline increases recall notably (0.86 vs 0.71)
while maintaining high precision (0.94 vs 0.92). Improvements
are most pronounced in paraphrase-heavy and cross-lingual
cases, where semantic encoders and cross-lingual embeddings
capture meaning beyond surface overlap. For code assignments,
AST + token hybrids robustly detect logic-preserving re-writes

and systematic identifier renaming.

False positives

Citation-aware parsing and alignment reduce mislabeling of
properly cited text, lowering the false-positive rate from 6.0%
to 4.0%. This mitigates undue student stress and reduces

adjudication workload.

Latency and throughput

Average per-submission latency rises by ~1.7 seconds because
the system performs deeper semantic passes and commits on-
chain events. However, batch-oriented processing and parallel
candidate retrieval keep end-to-end time acceptable for typical
LMS deadlines. Sharding fingerprints and embeddings across

index partitions and caching hot corpora compress tail latencies.

Auditability and fairness

Every decision references immutable artifacts: submission
hash, model version hash, thresholds used, and reviewers’
actions. ZKPs allow disputes to reveal only necessary evidence,
preserving privacy while ensuring due process. Longitudinal
stylometry triggers are reviewed by humans before action,

preventing automated overreach.

Privacy-preserving collaboration

Federated learning increases model coverage across institutions
without pooling raw data. With an ¢ in the 2-8 range for
common NLP tasks, the system maintains utility while
constraining privacy risk. Secure aggregation and model-card

disclosures document privacy budgets and governance.

Operational considerations

Storage overhead is modest: off-chain content-addressed stores
deduplicate identical files; on-chain payloads are compact

(hashes, pointers, metadata). Gas/transaction costs are
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predictable in permissioned settings; batching and Merkle
commitments further compress writes. Governance codifies

retention limits and student rights to access logs and appeal.

CONCLUSION

A blockchain-powered integrity layer, combined with state-of-
the-art Al detection, can transform plagiarism handling from a
black-box accusation engine into a transparent, privacy-
preserving, and auditable institutional service. Permissioned
ledgers anchor provenance—who submitted what, when, and
under which model configuration—while off-chain content-
addressed storage and cryptographic hashing bind evidence
without exposing student work. Transformer-based semantic
similarity, stylometry, and code-structure analysis expand
detection beyond lexical overlap to paraphrase, cross-lingual
reuse, and program obfuscation. Federated learning and
differential privacy enable collaborative improvement of
detectors without centralizing sensitive data, and DIDs/VCs
with ZKPs introduce due-process-respecting identity assurance

and selective evidence disclosure during disputes.

Our illustrative analysis indicates recall gains with sustained
precision and fewer false positives, at the cost of modest
additional latency. More importantly, the architecture
institutionalizes fairness: model versions, thresholds, reviewer
actions, and appeals are indelibly logged and selectively
provable. While the approach entails governance complexity
and technical trade-offs, it offers a path toward integrity
systems that are not only stronger against plagiarism but also

visibly trustworthy to students, faculty, and accreditors.

SCOPE AND LIMITATION

Scope

e Applicable to text and code-based assignments across
undergraduate and graduate programs.

e Designed for consortiums of  universities,
accreditation bodies, and regulators in jurisdictions
supportive of privacy-preserving data collaboration.

e Integrates with learning management systems (LMS),
student information systems (SIS), and institutional

identity providers.

Limitations

e  Model drift & arms race: Paraphrase models and Al
writing tools evolve; detectors require continuous,
privacy-safe  retraining and rigorous model
governance.

e Stylometry sensitivity: Authorship profiling risks
bias if not carefully calibrated; must be limited to
corroborative signals with human review.

e Throughput & cost: While permissioned chains
mitigate fees, peak assessment periods can stress
throughput; batching and off-chain commitments are
necessary.

e Cross-institution adoption: Harmonizing policies,
legal bases, DP budgets, and governance across
institutions and borders is non-trivial.

e Ground-truth constraints: Labeled data for nuanced
academic misconduct cases (e.g., collusion,
unauthorized collaboration) are scarce and context-

dependent.
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