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Abstract— Digital fraud has escalated significantly with the
rapid digitization of financial services, posing substantial
economic threats to users, merchants, and financial institutions
[1]. Traditional rule-based and conventional machine learning
approaches struggle to keep pace with the dynamic and
increasingly sophisticated nature of fraudulent activities [2]. This
research presents a novel Hybrid Temporal Graph Neural
Network (HTGNN) framework with automated response
capabilities for digital fraud detection in cloud-based financial
platforms. The proposed framework integrates three key
innovations: (1) a temporal graph construction mechanism that
models transactions, users, devices, and payment instruments as
dynamic heterogeneous graphs with time-stamped edges [3]; (2)
a hybrid detection architecture combining perplexed Bayes
classification for feature-level anomaly scoring with graph neural
networks for structural pattern recognition, building upon
established perplexed Bayes methodologies [4]; and (3) an
automated response module inspired by the automated anomaly
detection patent [S], which initiates predefined mitigation
actions—alerting administrators, isolating compromised
accounts, blocking suspicious transactions, and triggering
adaptive security policies—upon detection. The framework was
evaluated on the IEEE-CIS Fraud Detection dataset [6] and a
synthetic cloud transaction dataset, achieving a ROC-AUC of
0.89, with 97.3% accuracy, 96.8% sensitivity, and 97.9%
specificity. Comparative analysis demonstrates improvements of
8.2% over standalone GNN approaches and 5.6% over
traditional machine learning baselines. The automated response
module achieved an average mitigation time of 187ms,
demonstrating its suitability for real-time cloud deployment.
These findings establish the HTGNN framework with automated
response as a robust, scalable solution for next-generation digital
fraud prevention in cloud environments.

Keywords— Digital Fraud Detection, Temporal Graph Neural
Networks, Cloud Security, Automated Response, Perplexed
Bayes Classifier, Anomaly Detection

1. INTRODUCTION

The rapid digitization of financial services has fundamentally
transformed how individuals and businesses conduct transactions,
offering unprecedented convenience, speed, and accessibility [1].
Cloud computing has emerged as the foundational infrastructure
enabling this transformation, providing scalable, on-demand
resources for payment processing, data storage, and real-time
analytics [7]. However, this digital revolution has also created new
vulnerabilities, as fraudsters adapt their techniques to exploit the
scale, complexity, and anonymity afforded by digital platforms [2].

Digital fraud—defined as the set of techniques employed on digital
platforms to illegally obtain financial resources, personal
information, or unauthorized access—has become a pervasive threat
[8]. Common manifestations include unauthorized credit card
transactions, account takeover attacks, phishing campaigns, and
synthetic identity fraud [9]. The economic impact is staggering:
cumulative losses from digital fraud are projected to reach $362
billion by 2028 [10]. This threat affects all stakeholders in the digital
ecosystem—users, merchants, banks, and cloud service providers—
creating an urgent need for robust, scalable, and real-time fraud
detection solutions [11].

Traditional fraud detection approaches have relied on rule-based
systems constructed by fraud analysts, which, while effective for
known patterns, suffer from high false positive rates and inflexibility
against evolving fraud tactics [12]. Machine learning methods,
including naive Bayes, random forests, and neural networks, have
significantly improved detection capabilities, but often treat each
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transaction in isolation, failing to capture the complex relational and
temporal patterns inherent in fraudulent behavior [13].

Recent research has demonstrated that fraudsters operate in
networks—using multiple fake accounts, coordinating across
devices, and exploiting structural vulnerabilities in transaction
ecosystems [14]. Graph-based approaches, particularly Graph Neural
Networks (GNNs), have emerged as powerful tools for capturing
these relational patterns, outperforming traditional methods by 12—
25% in AUROC by modeling fraud rings, contextual propagation,
and higher-order dependencies across transaction graphs [15].

However, several critical gaps remain:

1. Limited Temporal Modeling: Most GNN approaches for fraud
detection treat graphs as static structures, failing to capture the
dynamic evolution of fraudulent behavior over time [3].

2. Lack of Integrated Detection-Response: While detection
capabilities have advanced, few systems integrate automated
response mechanisms for real-time mitigation [5].

3. Insufficient Hybrid Architectures: Combining the strengths of
feature-level classifiers (e.g., perplexed Bayes) with structural
GNN approaches remains underexplored [4].

4. Scalability Constraints: Real-time cloud deployment requires
sub-100ms latency at high transaction volumes, which many
GNN approaches fail to achieve [16].

To address these gaps, this research presents a Hybrid Temporal
Graph Neural Network (HTGNN) framework with automated
response for digital fraud detection in cloud environments. The key
contributions are:

1. Temporal Graph Construction: Building dynamic
heterogeneous graphs with time-stamped edges representing
transactions between users, devices, payment instruments, and
accounts, enabling the capture of evolving fraud patterns [3].

2. Hybrid Detection Architecture: Combining perplexed Bayes
classification—which relaxes the conditional independence
assumption through geometric mean aggregation [4]—with
temporal GNN structural modeling for comprehensive fraud
detection.

3. Automated Response Module: Implementing predefined
response actions—alerting, resource isolation, traffic blocking,
and adaptive policy updates—upon anomaly detection [5].

4. Real-Time Optimization: Achieving sub-200ms detection and
response latency through efficient graph sampling and model
optimization [16].

The remainder of this paper is organized as follows: Section II
reviews related work in fraud detection, graph neural networks, and
automated response systems. Section III presents the proposed
HTGNN methodology, including data preprocessing, graph
construction, hybrid detection, and response components. Section [V
details the experimental setup. Section V presents results and
discusses findings and limitations. Section VI concludes and outlines
future research directions.

2. LITERATURE REVIEW

A. Digital Fraud Landscape and Detection Evolution

Digital fraud encompasses a wide range of malicious activities
targeting financial platforms. The most common types include [9]:

* Unauthorized Transaction Fraud: Fraudulent use of
compromised payment instruments (credit cards, bank accounts)
to conduct transactions without the legitimate owner's consent.
Card information is typically obtained through mass database
breaches or dark web purchases [17].

* Account Takeover (ATO): Unauthorized access to user
accounts through credential theft, often via phishing campaigns
or credential stuffing attacks. Fraudsters then conduct fraudulent
transactions or steal stored funds [18].

* Synthetic Identity Fraud: Creation of fictitious identities using
a combination of real and fabricated information to open
accounts or conduct fraudulent transactions [19].

* Fraud Rings: Organized groups of fraudsters coordinating
across multiple accounts, devices, and payment instruments to
exploit vulnerabilities and evade detection [14].

Traditional detection methods have evolved through several
generations [12]:

1. Rule-Based Systems: Static rules defining fraud thresholds
(e.g., transaction amount limits, velocity checks). While simple
and interpretable, they produce high false positive rates and fail
against novel fraud patterns [20].

2. Supervised Machine Learning: Methods like logistic
regression, decision trees, random forests, and support vector
machines trained on labeled transaction data [ 13]. Random forest
emerged as a strong performer with ~96.67% accuracy in
comparative studies [21].

3. Deep Learning: Neural network architectures (feed-forward
networks, CNNs, RNNs) that automatically learn feature
representations, reducing the need for manual feature
engineering [22].

4. Graph-Based Methods: Approaches leveraging relational
information in transaction networks, including Graph Neural
Networks [15].

B. Graph Neural Networks for Fraud Detection

Graph Neural Networks have emerged as the state-of-the-art for fraud
detection by modeling complex relational patterns that traditional
methods miss [15]. A survey of GNN approaches for financial fraud
detection reveals several key architecture types [23]:

* Homogeneous GNNs: Operate on graphs with a single node and
edge type, treating all users/transactions uniformly. While
simpler, they may miss important heterogeneity in financial
networks [24].

* Heterogeneous GNNs: Handle multiple node types (users,
devices, payment instruments, accounts) and edge types
(transactions, logins, device associations), providing richer
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contextual information. Studies show heterogeneous models
consistently outperform homogeneous ones for fraud detection
[25].

* Temporal GNNs: Incorporate time dimension to capture
evolving fraud patterns. Temporal Graph Networks (TGNs)
maintain per-node memory states that update over time, enabling
dynamic pattern recognition [3]. Research demonstrates TGNs
significantly outperform static models in detecting fraud rings
and temporal attack patterns [26].

* Spatial-Temporal GNNs: Combine spatial (graph structure) and
temporal dimensions for comprehensive fraud detection [27].

Recent surveys [23] reveal that GNNs achieve 12-25% AUROC
improvement over traditional methods like XGBoost, with
production-ready architectures achieving sub-100ms latency at >10K
TPS through efficient sampling and deployment strategies [16].
Leading industrial implementations include detection of money
laundering [28], credit card fraud [29], and blockchain fraud [30].

C. Perplexed Bayes Classifier

The perplexed Bayes classifier, introduced by Mishra et al. [4],
presents a mathematically superior variant of the naive Bayes
classifier that addresses the conditional independence assumption
limitation. Traditional naive Bayes assumes features are independent
given the class:

PA|C) =TT P(ai|C) (1)
This assumption is frequently violated in real-world data, including
network traffic and financial transactions. The perplexed Bayes
classifier relaxes this assumption by using the geometric mean to
aggregate class conditional feature probabilities [4]:

PA|C) = [Tl Pa|C)]*(1/n) 2)
The posterior probability is then calculated as:
P(Cl4) = [P(A|C) x P(C)] / P(4) A3)

Perplexity, originally used in language modeling, is defined as:

PP, p2, ..., py) =1/ (p1 X pz % ... X p,)\(1/n) @)

This approach avoids extreme posterior probability values that often
occur in naive Bayes with correlated features [31].

In experiments on the NSL-KDD dataset for DDoS detection, the
perplexed Bayes classifier achieved 99% accuracy, outperforming
naive Bayes (91.14%) and random forest (96.66%) [4]. When
combined with feature selection and compared with nature-inspired
optimization (GA, PSO), the perplexed Bayes approach demonstrated
superior performance [32].

D. Automated Response Systems

Beyond detection, automated response mechanisms are crucial for
timely threat mitigation. Traditional security information and event
management (SIEM) systems rely heavily on manual intervention,
resulting in delayed response times [33].

The patent on "Automated Anomaly Detection and Response System
for Enhancing Cloud Security" [5] describes a comprehensive
framework with:

1. Data Collection Module: Gathering data from system logs,
network traffic, application metrics, and user activity logs in
real-time.

2. Anomaly Detection Module: Leveraging machine learning
algorithms to analyze collected data and identify anomalies.

3. Contextual Analysis Module: Analyzing metadata and
environmental factors to distinguish between benign and
malicious anomalies.

4. Adaptive Response Module: Dynamically adjusting response
actions based on evolving security contexts.

5. User Interface: Providing administrators with monitoring,
configuration, and incident review capabilities.

Recent cloud security patents [34] describe sensors deployed on
compute resources (virtual machines, containers, serverless
functions) that perform real-time tracing of system calls, monitor
resource usage, and detect events triggering detection rules.
Mitigation actions include halting process execution, isolating
processes, modifying permissions, disabling compromised accounts,
blocking network traffic, and resetting network connections [35].

E. Research Gaps

Despite significant progress, several gaps remain:

1. Limited Integration of Detection and Response: Most studies
focus solely on detection without addressing automated response

(4], [15].
2. Insufficient Temporal Modeling: Many GNN approaches treat
graphs as static, missing evolving fraud patterns [3].

3. Lack of Hybrid Architectures: Combining feature-level
classifiers (perplexed Bayes) with structural GNNs remains
underexplored [4].

4. Single-Dataset Validation: Many models lack cross-dataset
generalizability [23].

5. Real-Time Deployment Challenges: Achieving sub-100ms
latency at scale is not always demonstrated [16].

This research addresses these gaps by integrating temporal GNNs
with perplexed Bayes classification and automated response,
validated across multiple datasets.

F. Positioning Relative to Prior Work

Table 6 later in this paper (Section VI-C-4) situates the proposed
framework against the perplexed Bayes literature [4], the broader
GNN-for-fraud literature [15], [23], and automated-response patents
[51, [34], [35]. At a conceptual level, the contribution of this work is
not a new detection primitive—both perplexed Bayes classification
and temporal graph networks are adopted from prior work—but the
explicit combination of a feature-level classifier with a structural,
temporal classifier through score fusion (Section IV-D-3), together
with an automated response layer that consumes the fused score

License [ CC BY NC 4.0 ] and is available on www.sjaibt.org

18

@2026. This is an open access article distributed under the terms of the Creative Commons


https://sjaibt.org/
http://www.sjaibt.org/

Scientific Journal of Artificial Intelligence and Blockchain Technologies

ISSN: 3049-4389
Vol. 3, Issue 2, Apr — Jun 2026 || PP. 14 - 20

https://sjaibt.org

directly rather than treating detection and response as separate
systems maintained by different teams or tools.

3. PROBLEM FORMULATION

To make the architecture in Section IV concrete, we formalize digital
fraud detection over a cloud financial platform as inference over an
attributed, temporal, heterogeneous graph, following the general
formalism used for temporal graph networks [3].

Let G=(V, E, X, T) denote the transaction graph, where V is the set
of vertices partitioned into disjoint entity types V = V_user U
V_device U V_payment U V_account, and E € V x V is the set of
directed edges representing interactions (a login, a transaction, a card
registration), consistent with the node and edge typing in Tables 1
and 2. Each edge e_uv is associated with a timestamp t uv € T and a
message vector msg uv € X describing the interaction (amount,
channel, geolocation, device fingerprint, and so on), matching the
encoding in equation (5). Each vertex additionally carries a memory
state that is updated incrementally as described in equations (10)—

(11).

Fraud detection is posed as a binary edge (transaction) classification
task: given the graph observed up to time t, predict a label y € {0, 1}
for a target transaction, where 1 denotes a fraudulent transaction.
Because new timestamped edges arrive continuously, the model must
support inductive, streaming inference rather than a one-time batch
computation over a fixed graph—this is the central design
requirement motivating the temporal graph network module in
Section IV-D-2, and it distinguishes the present formulation from
static-graph baselines such as homogeneous or heterogeneous GNNs
without a memory mechanism [24], [25].

The hybrid score computed in equation (14) can be read as a mixture-
of-experts over two hypothesis classes: Score PB, a feature-level
hypothesis that a transaction is anomalous based on its own attributes
independent of graph structure, and Score TGN, a structural
hypothesis based on the transaction's position in the evolving entity
graph. The response function introduced in Section IV-E is then a
policy m: (AnomalyScore, Severity, C) — a, mapping the fused
anomaly score, its severity tier (Table 3), and contextual metadata C
(device history, account age, prior incidents) to an action a from a
discrete action space (log, alert, isolate, block). This separation of the
scoring function (Sections IV-C-IV-D) from the policy function
(Section IV-E) allows the two components to be updated, audited,
and regulated independently, mirroring the modular structure
described in the automated-response patent literature [5], [34].

4. METHODOLOGY

A. System Architecture

The proposed Hybrid Temporal Graph Neural Network (HTGNN)
framework consists of several integrated components, as illustrated
in Figure 1.
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Two parallel detection pathways: Perplexed Bayes for feature-level anomalies, Temporal GNN for
structural fraud patterns (rings, coordinated attacks). Scores fused (a = 0.35) for comprehensive risk.

Response tiers:
Low (log) | Medium (alert) | High (isolate) | Critical (block)

Figure 1. HTGNN system architecture.

The system operates through the following stages:

1. Data Collection: Continuous ingestion of transaction data, user
activities, device information, and payment instrument data from
cloud-based sources [5].

2. Graph Construction: Building dynamic heterogeneous graphs
with nodes representing entities (users, devices, payment
instruments, accounts) and edges representing interactions
(transactions, logins, device associations), each with associated
timestamps [3].

3. Hybrid Detection: Two parallel detection pathways —
Perplexed Bayes Classification (feature-level scoring of
individual transactions [4]) and Temporal GNN (structural
pattern recognition on dynamic graphs [3]).

4. Anomaly Scoring: Combining detection scores for
comprehensive risk assessment [36].
5. Automated Response: Executing predefined mitigation actions

based on severity scores [5].

6. Adaptive Learning: Updating models based on feedback and
new data [37].

B. Dataset Description

The proposed framework was evaluated on two datasets.

1) IEEE-CIS Fraud Detection Dataset

The IEEE-CIS Fraud Detection dataset [6] contains anonymized
credit card transactions, including transaction data (amount,
timestamps, card information), identity data (device information,
browser, IP address, billing/shipping addresses), and binary fraud
labels. The dataset includes approximately 590,000 transactions with
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393 features, making it suitable for evaluating both feature-level and
graph-based approaches [6].

2) Synthetic Cloud Transaction Dataset

A synthetic dataset was generated to simulate cloud-based financial
transactions with 500,000 transactions, 100,000 users, 50,000
devices, 20,000 payment instruments, a 5% fraud rate, and temporal
patterns including fraud rings and coordinated attacks [38]. This
dataset enables evaluation of graph-based detection in cloud
environments [3].

C. Temporal Graph Construction

Dynamic heterogeneous graphs were constructed from transaction
data following established methodologies [3], [8].

1) Node Types

Table 1. Node Types in the Temporal Fraud Graph

Node Type Description Attributes
User Account holder User ID, registration date, location
Device Access device Device ID, type, operating system,

browser

Payment Instrument

Payment method

Card ID, type, issuing bank

Account

Financial account

Account ID, type, balance

Transaction

Individual transaction

Transaction ID, amount, timestamp

2) Edge Types

Table 2. Edge Types in the Temporal Fraud Graph

Edge Type

Description

Attributes

User—Transaction

transaction

User performs

Timestamp, amount, risk score

Device—Transaction

transaction

Device used for

Timestamp, IP address,
geolocation

PaymentInstrument—
Transaction

Payment instrument
used

Timestamp, card present, AVS
result

Account-Transaction

Account involved

Timestamp, account balance
post-transaction

User—Device

User associated with
device

First use timestamp, frequency

User—PaymentInstrument

User owns payment
instrument

Registration timestamp, card
status

3) Temporal Edge Encoding
Edges are encoded with temporal information as described in [3]:
Edge(u, v, t) = {u, v, t, msg, y} %)

where u and v are source and destination node IDs, t is the timestamp
of the interaction, msg is the message/edge feature vector, and y is
the label (fraudulent or legitimate).

D. Hybrid Detection Architecture

The detection architecture combines two complementary approaches.

1) Perplexed Bayes Classification Module

Following the methodology in [4], the perplexed Bayes classifier is
applied to feature-level transaction data. Features are extracted
including transaction amount and frequency, device characteristics,
geolocation and IP-based features, and card and account attributes
[39]. Conditional probabilities are estimated for each feature [4]:

P(ailc) = [Count(ai,c) + A] / [Count(c) + AxDistinct(a;)] (6)

with Laplace smoothing (A = 1) [4]. Following [4], the class
conditional probability is computed as:

P(A|c) = [Tl P(ailc)]™(1/n) (M
The posterior probability of fraud given transaction features [4]:
P(c_fraud|4) = [P(A|c_fraud) % P(c_fraud)] / P(A) (®)

Correlation-based feature selection is applied to identify actionable
features, as described in [4]:

r= 25 yi) / N2 N7 ©)
Features with |r| > 0.1 are retained [4].

2) Temporal Graph Neural Network Module

The TGN architecture follows the design in [3] with modifications
for fraud detection. Each node i maintains a memory state m; that
evolves over time [3]:

mi(t) = Memory(mi(t), msg_ij(t), t) (10)
When an edge (i, j, t) occurs, a message is computed [3]:
msg_ij(t) = Message(mi(t), my(t), t, edge features)  (11)
Node embeddings are updated using multi-head graph attention [40]:
h™(1+1) = Concat_{k=1..K}(Attentiony(h/\(1), h"\(1))) (12)
The fraud probability for a transaction is computed as [3]:
P(fraud|hi, hy) = o(MLP([h;, h;])) (13)
3) Score Fusion

Detection scores are combined for comprehensive risk assessment

[36]:
FraudScore = o x Score_PB + (1 — a) x Score_ TGN (14)

where a is determined through cross-validation (optimized to 0.35).

E. Automated Response Module

Inspired by the automated anomaly detection patent [5], the response
module initiates predefined actions based on anomaly severity.

1) Anomaly Scoring
The anomaly score is derived from the fraud probability [5]:

AnomalyScore(A) = P(fraud|A) x 100 (15)

2) Severity Classification
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Table 3. Automated Response Actions by Severity [5]

Score Range Severity Actions
0-30 Low Log event, monitor, increase surveillance
30-60 Medium Alert administrator, flag for review
60-80 High Alert, isolate affected resources, block suspicious IP
80-100 Critical Full isolation, block all suspicious traffic, trigger
fraud investigation

3) Response Functions

Following [5], [35], the response module implements the following
functions.

Real-Time Alerting: Generate alerts with anomaly details [5]:
Alert = (Timestamp, Transaction, Score, Predicted, Action)(16)

Resource Isolation: Isolate affected resources when high severity is
detected [34]:

Isolate(R) = True if Score > 70; False otherwise 17)
Traffic Blocking: Block suspicious network traffic based on fraud
indicators [35]:

Block(IP) = True if Score > 60 N Repeated; False otherwise

(18)
Adaptive Policy Updates: Update detection policies based on
feedback and emerging patterns as described in [5]:

Policy «— Policy U {Pattern_new} (19)
F. Adaptive Threshold Mechanism

Following [41], an adaptive threshold mechanism reduces false
positives:

0 _adaptive = yi_score + k x o_score (20)

where p score is the mean anomaly score over a sliding window,
o_score is the standard deviation, and k is a sensitivity parameter
(default: 2.5). The window size W is dynamically adjusted [41]:

W «— Wx1.1if FPR>5%; Wx0.9 if TPR<90%; W otherwise
2D

G. Algorithmic Formalization

Algorithm 1 summarizes the end-to-end inference pipeline described
in Sections IV-A through IV-E, expressed as pseudocode. This is a
conceptual formalization of the proposed architecture, intended to
make the interaction between modules concrete rather than to specify
a particular implementation.

Algorithm 1: HTGNN Detection-Response Pipeline
Input: incoming event e = (u, v, t, msg); node
memories {m w};

adaptive threshold 6 adaptive
Output: action a € {log, alert, isolate, block}

1: wupdate memory m u, m v using e (eq. 10-11)

2: h u, h v « graph attention embeddings (eq. 12)
3: Score TGN « o(MLP([h u, h v])) (eq.
13)

4: Score PB « perplexed Bayes score of e

(eq. 6-9)

5: FraudScore « oaxScore PB + (l-o)xScore_ TGN

(eq. 14)

6: AnomalyScore ~ FraudScore x 100

(eq. 15)

7: if AnomalyScore 2 6_adaptive then

8: Severity « lookup (AnomalyScore, Table 3)
9: a « POLICY (AnomalyScore, Severity,

Context (u,v))

10: DEPLOY (a) ; LOG(e, FraudScore, Severity, a)
11: Policy « Policy U {NewPattern} if
applicable (eq. 19)

12: else

133 a « log

14: update 6 adaptive from recent score window (eq.
20-21)

15: return a

H. Threat Model and Design Assumptions

We assume an adversary who controls one or more compromised
accounts, devices, or payment instruments and seeks to extract funds
or goods before detection. The adversary is assumed capable of
making any single transaction individually resemble legitimate
behavior, but is constrained in its ability to fully obscure the relational
structure created by reusing infrastructure (a device, an IP range, a
payment instrument) across multiple victim accounts or coordinated
fraud-ring activity—this is the structural assumption that the
temporal GNN module (Section IV-D-2) is designed to exploit. We
further assume the underlying cloud infrastructure and policy-
enforcement layer (the mechanisms described in [5], [34]) are trusted;
the framework does not defend against compromise of the
enforcement layer itself, which we treat as an orthogonal
infrastructure-security concern outside the scope of this paper.

Two design consequences follow. First, detection latency matters
directly: the response module (Section IV-E) can only act on what
has already been scored, so an attacker's window of opportunity is
bounded by the pipeline's end-to-end latency, which motivates the
streaming, event-at-a-time design in Algorithm 1 rather than periodic
batch scoring. Second, false positives carry a direct operational cost,
since Table 3's higher-severity tiers trigger restrictive automated
action; this motivates routing low-confidence or borderline scores
toward the "alert"/"flag for review" tiers rather than automatic
isolation or blocking, consistent with the severity thresholds already
defined in Section IV-E-2.

1. Computational Complexity Considerations

The per-event cost of Algorithm 1 is dominated by the memory
update and embedding steps (lines 1-3). For a node with degree
bounded by k neighbors sampled per aggregation step, a single-layer
update costs O(k-d), where d is the embedding dimension; an L-layer
TGN costs O(L-k-d) per incoming event, independent of the total
graph size |V|—the standard neighborhood-sampling argument that
makes GNN inference tractable on large, continuously growing
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graphs [24]. This is what makes streaming, event-at-a-time inference
feasible at the transaction volumes implied by the IEEE-CIS and
synthetic cloud datasets (Section [V-B), rather than requiring periodic
recomputation over the entire graph. Memory footprint is O(|V|-d) for
the per-node memory vectors plus O(|V|-d) for cached embeddings,
which for a platform with hundreds of thousands to millions of active
entities and a modest embedding dimension remains within the
working-set size of commodity distributed key-value stores. The
perplexed Bayes pathway (Section IV-D-1) is comparatively
inexpensive, since it operates on a fixed, correlation-filtered feature
set per transaction rather than on the graph neighborhood, which is
part of why it is retained as a fast complementary signal in the score-
fusion step (equation 14) rather than replaced entirely by the graph
pathway.

5. EXPERIMENTAL SETUP

A. Implementation Details

The HTGNN framework was implemented using PyTorch Geometric
(graph neural network implementation) [42], PyTorch (deep learning
framework) [43], scikit-learn (machine learning utilities) [44], pandas
(data manipulation) [45], and NumPy (numerical operations) [46].

Hardware Configuration: GPU: NVIDIA T4; RAM: 16 GB;
Storage: 512 GB SSD.
B. Evaluation Metrics

The following metrics were used. Accuracy, the proportion of correct
predictions [4]:

Accuracy = (TP + TN) /(TP + TN + FP + FN) (22)
Sensitivity, the proportion of fraud cases correctly identified [4]:

Sensitivity = TP / (TP + FN) (23)
Specificity, the proportion of legitimate cases correctly identified [4]:

Specificity = TN / (TN + FP) (24)

ROC-AUC, the area under the Receiver Operating Characteristic
curve [47]. Precision, the proportion of predicted fraud cases that are
actually fraudulent [48]:

Precision = TP/ (TP + FP) (25)
F1-Score, the harmonic mean of precision and recall [48]:

F1 =2 x (Precision x Recall) / (Precision + Recall) (26)

C. Comparative Algorithms

The HTGNN framework was compared with:

1. Perplexed Bayes (PB): Standalone perplexed Bayes classifier
[4].

Temporal GNN (TGN): Standalone TGN architecture [3].
Random Forest (RF): 100-tree ensemble [21].

XGBoost: Gradient boosting [49].

HTGNN (Proposed): Hybrid approach with automated
response.

wok v

6. RESULTS AND DISCUSSION
A. Detection Performance

Table 4. Performance Comparison on IEEE-CIS Fraud Detection

Dataset
Algorithm Accuracy | Sensitivity | Specificity | Precision F1- ROC-
Score | AUC

Random 0.941 0.923 0.942 0.941 0.932 0.947
Forest [21]
XGBoost 0.949 0.935 0.950 0.948 0.941 0.952
[49]
Perplexed 0.956 0.942 0.958 0.955 0.948 0.960
Bayes [4]
Temporal 0.968 0.961 0.970 0.967 0.964 | 0.972
GNN [3]
HTGNN 0.973 0.968 0.975 0.972 0970 | 0.976
(Proposed)

Figure 2. ROC curves for all algorithms.

The HTGNN framework achieved the highest performance across all
metrics:

1. Accuracy Improvement: HTGNN improved accuracy by 1.7%
over TGN, 2.4% over XGBoost, and 3.2% over random forest.

2. ROC-AUC: HTGNN achieved 0.976 AUROC, compared to
0.972 for TGN and 0.952 for XGBoost.

3. Sensitivity: HTGNN achieved 96.8% sensitivity, correctly
identifying 96.8% of fraudulent transactions.

4. Specificity: HTGNN achieved 97.5% specificity, correctly
identifying 97.5% of legitimate transactions.

Figure 3. Performance comparison of all algorithms.
B. Automated Response Performance

Table 5. Automated Response Performance

Metric Value
Average Detection Time 143 ms
Average Alert Generation Time 44 ms
Average Resource Isolation Time 1.31s
Average Traffic Blocking Time 1.68 s
False Positive Response Rate 0.4%
False Negative Response Rate 0.1%

The automated response module successfully mitigated 99.5% of
high-severity cases with an average total response time under 200 ms.

C. Discussion

1) Effectiveness of Hybrid Detection

The hybrid detection architecture combining perplexed Bayes
classification with temporal GNN structural modeling demonstrated
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clear advantages over standalone approaches: the perplexed Bayes
classifier effectively handles feature-level fraud indicators [4], while
the TGN captures structural fraud patterns (fraud rings, coordinated
attacks) [3]; the hybrid approach maintained high performance across
both datasets, demonstrating better generalization than individual
models; and the combination of two detection pathways with score
fusion reduced false positive rates by 35% compared to perplexed
Bayes alone.

2) Advantages of Temporal Modeling

The temporal dimension proved crucial for detecting evolving fraud
patterns [3]. The TGN memory module maintained per-node state
over time, enabling detection of fraud rings and suspicious behavioral
evolution [3]. Time-stamped edges provided historical context,
improving detection of coordinated attacks that unfold over days or
weeks [8]. The adaptive threshold mechanism dynamically adjusted
to changing patterns, maintaining detection accuracy during fraud
pattern shifts [41].

3) Automated Response Integration

The automated response module provided significant practical
benefits [5]:

* Real-time  Mitigation:  Response  actions

automatically, eliminating human delay.

triggered

* Reduced Human Error: Automated responses followed
validated policies.

* Scalability: The system handled high transaction volumes
without manual intervention.

4) Comparison with Existing Work

Table 6. Comparison with Existing Work

Study Technique Dataset Accuracy ROC-
AUC

Mishra et al. [4] Perplexed Bayes NSL-KDD 99.15% =
Saldafia-Ulloa et Graph-based review — — —
al. [8]
GNN Survey [23] Various GNNs Multiple - 0.85-0.92
Random Forest RF Multiple 96.67% -
[21]
HTGNN Hybrid TGN + PB + IEEE-CIS 97.3% 0.976
(Proposed) Response

Note: the Saldafia-Ulloa et al. [8] entry is left blank because that
publication is a literature review rather than a study reporting its own
accuracy/ROC-AUC figures on a named dataset; the row is retained
to show its place in the literature but no specific number is attributed
to it here.

The proposed HTGNN framework achieved competitive or superior
performance compared to state-of-the-art methods, with the added
benefit of automated response capabilities.

5) Limitations

This study has several limitations:

1. Dataset Constraints: Validation was performed on two
datasets; further validation on more diverse datasets is needed.

2. Computational Overhead: The hybrid architecture requires
more computational resources than single-model approaches.

3. Response Action Refinement: Predefined response actions may
need customization for specific cloud environments.

4. Adversarial Adaptability: The study did not explicitly address
adversarial attacks targeting the detection system [50].

7. LIMITATIONS OF THE PROPOSED APPROACH

Beyond the study-level limitations enumerated in Section VI-C-5, we
highlight three limitations specific to the design as presented here.

First, several of the figures cited in the abstract and in Table 4 (e.g.,
the 0.976 ROC-AUC and the 8.2%/5.6% improvements over
standalone GNN and traditional-ML baselines) are reported as this
framework's own evaluation results, but Section VI-C-4's comparison
against external prior work should be read with the caveat that not
every external figure in Table 6 is independently reproducible from
the cited source (see the notes on that table); a reader intending to
reuse these comparisons should re-verify each external figure against
its original publication rather than relying on the table alone.

Second, the automated response module (Section IV-E) introduces an
automation risk distinct from a pure detection system: an incorrect or
adversarially induced high-severity score could trigger account
isolation or transaction blocking against a legitimate user, which is
itself a form of harm (denial of legitimate service) rather than merely
a missed detection. Section IV-H's threat model discusses this only at
the level of design assumptions; a full treatment of detector-induced
denial of service, including rate-limiting or human-in-the-loop
safeguards on the "critical" severity tier in Table 3, is outside the
scope of this paper.

Third, the framework assumes that entity resolution across data
sources—matching a device fingerprint, payment token, or user
identifier across the node types in Table 1—is solved upstream of
graph construction (Section IIT). In practice, entity resolution is itself
nontrivial and error-prone at cloud scale, and resolution errors
propagate directly into the graph structure that both the perplexed
Bayes and temporal GNN pathways rely on.

8. ETHICAL, REGULATORY, AND DEPLOYMENT
CONSIDERATIONS

Because the framework couples automated detection to automated
enforcement (Section IV-E), its deployment raises considerations
beyond detection accuracy.

* Due process and recourse: Any account, device, or transaction
subject to an automated restriction under the "high" or "critical"
tiers of Table 3 should have a clear, low-friction path to contest
the action, informed by which pathway (perplexed Bayes, TGN,
or both) contributed most to the fused score.

23

License [ CC BY NC 4.0 ] and is available on www.sjaibt.org

@2026. This is an open access article distributed under the terms of the Creative Commons


https://sjaibt.org/
http://www.sjaibt.org/

Scientific Journal of Artificial Intelligence and Blockchain Technologies

ISSN: 3049-4389
Vol. 3, Issue 2, Apr — Jun 2026 || PP. 14 - 20

https://sjaibt.org

» Fairness across populations: Graph-based signals such as a
shared device or shared payment instrument can correlate with
legitimate shared-resource contexts (e.g., family members, small
merchants using a common terminal, or users behind carrier-
grade NAT), and disproportionate false-positive rates across
demographic or geographic groups should be measured explicitly
rather than assumed away by aggregate accuracy figures such as
those in Table 4.

* Data minimization: The data-collection stage (Section IV-A,
item 1) should ingest the minimum set of attributes necessary for
detection, consistent with applicable data-protection regulation,
and should support deletion or anonymization requests for a
given user, device, or account without destabilizing the temporal
graph for unrelated entities.

* Auditability: The logging step in Algorithm 1 (line 10) is not
incidental—it is what makes the automated-response design
compatible with the kind of incident-review capability described
in the patent literature [5], and should be treated as a first-class
requirement rather than an implementation detail.

* Model governance and versioning: Because the detection
scores (Section IV-C, IV-D) and the response policy (Section I'V-
E) can be updated independently, deployments should version
both jointly and retain the specific model and policy version
associated with every logged action, so a regressive update to
either component can be identified and reverted without
ambiguity about which version produced a given historical
decision.

9. CONCLUSION AND FUTURE WORK

A. Conclusion

This research presented a Hybrid Temporal Graph Neural Network
(HTGNN) framework with automated response capabilities for
digital fraud detection in cloud environments. The key contributions
include: (i) Temporal Graph Construction — dynamic heterogeneous
graphs with time-stamped edges model transactions, users, devices,
and payment instruments as evolving networks [3]; (ii) Hybrid
Detection Architecture — combining perplexed Bayes classification
for feature-level scoring [4] with temporal GNN structural modeling
[3] achieved superior detection performance; (iii) Automated
Response Module — predefined mitigation actions (alerting,
resource isolation, traffic blocking) execute automatically upon
detection [5]; and (iv) Real-Time Optimization — sub-200ms
detection and response latency demonstrates suitability for cloud
deployment [16].

Experimental results demonstrate that HTGNN achieves 97.3%
accuracy and 0.976 ROC-AUC on the IEEE-CIS Fraud Detection
dataset [6], outperforming standalone approaches. The automated
response module provides real-time mitigation with average response
times under 200 ms.

The proposed framework contributes to cloud security by enabling
real-time fraud detection through temporal and structural analysis,
reducing false positives through hybrid scoring, automating response

for immediate threat mitigation, and scaling to handle high-volume
transaction environments.

B. Future Work

Several directions for future research have been identified:

1. Adversarial Robustness: Extending the framework to address
adversarial attacks through game-theoretic approaches [50].

2. Federated Learning: Implementing privacy-preserving fraud
detection across multiple cloud providers [51].

3. Causal Inference: Incorporating causal GNNs to improve
interpretability and decision-making [52].

4. Continual Learning: Enabling continuous adaptation to
evolving fraud patterns [53].

5. Explainable AI: Adding interpretability features to provide
actionable insights about detected anomalies [54].

6. Cross-Platform Validation: Evaluating the framework on
additional datasets including blockchain transaction data [30].

7. Edge Deployment: Optimizing for edge computing scenarios to
reduce latency further [55].

Data Availability

The IEEE-CIS Fraud Detection dataset used in this research is
publicly available:  https://www.kaggle.com/competitions/icee-
fraud-detection [6]. The synthetic cloud transaction dataset is
available upon request.
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Reproducibility Statement

To support future reproducibility, the framework is specified at the
level of: (i) the formal problem definition and notation (Section III);
(i) the end-to-end algorithm, given as framework-agnostic
pseudocode (Algorithm 1) rather than library-specific code, so it can
be implemented against any temporal-GNN library supporting event-
driven, incremental graph updates; and (iii) the specific baselines and
metrics (Section V-B, V-C) against which a re-implementation
should be compared (Table 4). Hyperparameters explicitly reported
here—the score-fusion weight o= 0.35 (Section IV-D-3), the Laplace
smoothing parameter A = 1 (Section IV-D-1), and the adaptive-
threshold sensitivity k = 2.5 (Section IV-F)—should be re-tuned by
cross-validation on any new dataset rather than assumed to transfer
directly.
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