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ABSTRACT 

Adversarial attacks have emerged as one of the most critical vulnerabilities in modern computer vision 

systems powered by deep learning. Despite their remarkable accuracy and generalization capabilities, 

convolutional neural networks (CNNs), vision transformers (ViTs), and other deep models remain highly 

susceptible to imperceptible perturbations crafted by adversaries. These perturbations can mislead models 

into producing incorrect outputs with high confidence, leading to severe consequences in domains such as 

autonomous driving, biometric authentication, medical imaging, and surveillance. This paper provides an 

extensive examination of adversarial attacks in computer vision, categorizing them into white-box, black-

box, targeted, and untargeted variants. We explore well-known attack techniques such as the Fast Gradient 

Sign Method (FGSM), Projected Gradient Descent (PGD), Carlini & Wagner (C&W), and transferability-

based black-box strategies. Furthermore, we review state-of-the-art defense mechanisms, including 

adversarial training, input preprocessing, gradient masking, certified defenses, and robust optimization. A 

statistical analysis is provided to evaluate the performance degradation of vision models under adversarial 

conditions and the improvement achieved through defense strategies. Our methodology integrates 

systematic literature review, empirical evaluation, and comparative simulation on benchmark datasets 

such as MNIST, CIFAR-10, and ImageNet. Results highlight that adversarial training remains the most 
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effective defense but comes at the cost of computational overhead and reduced clean accuracy. The paper 

concludes by identifying gaps in current defense research and outlining future directions, including 

adaptive hybrid defenses, explainable adversarial robustness, and biologically inspired vision 

architectures. The study contributes a comprehensive understanding of adversarial machine learning in 

computer vision and provides a roadmap for building more secure and trustworthy AI systems. 
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Fig.1 Adversarial Attacks, Source:1 

 

INTRODUCTION 

Computer vision has undergone a paradigm shift with the advent of deep learning architectures, achieving near-

human or superhuman performance in tasks such as image classification, object detection, semantic segmentation, 

and face recognition. From autonomous driving vehicles interpreting road signs to medical imaging systems 

detecting tumors, these models have become indispensable. However, their susceptibility to adversarial attacks—

https://doi.org/10.63345/sjaibt.v2.i4.101
https://www.researchgate.net/publication/368939922/figure/fig2/AS:11431281169969843@1687572466573/The-adversarial-attack-flowchart-of-proposed-audio-steganography.png


Scientific Journal of Artificial Intelligence and Blockchain Technologies  
ISSN: 3049-4389 
Vol. 2, Issue 4, Oct – Dec 2025 || PP. 1-9                                 https://doi.org/10.63345/sjaibt.v2.i4.101 
  

3  

 
 

inputs perturbed in ways imperceptible to humans but devastating to models—poses a grave threat to reliability 

and safety. 

The phenomenon was first highlighted by Szegedy et al. (2014), who demonstrated that carefully crafted 

perturbations could cause deep networks to misclassify with high confidence. Since then, the research community 

has uncovered a spectrum of attack strategies capable of bypassing even state-of-the-art models. What makes 

adversarial examples particularly concerning is their transferability across models, enabling black-box attacks 

where adversaries do not require full access to a system. 

This paper investigates adversarial attacks in computer vision, mapping the taxonomy of attack vectors, analyzing 

their impact, and systematically reviewing defense strategies. Beyond theoretical considerations, we conduct 

empirical simulations, generating adversarial examples on standard datasets and statistically analyzing the 

performance of baseline and defended models. 

The following sections are organized as follows: Section 2 presents a literature review of adversarial attacks and 

defenses. Section 3 provides statistical analysis with comparative performance tables. Section 4 details the 

methodology for simulation-based evaluation. Section 5 presents results, while Section 6 concludes the study and 

outlines future directions. 
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Fig.2 Convolutional Neural Networks, Source:2 

 

LITERATURE REVIEW 

The literature on adversarial attacks in computer vision has expanded rapidly, focusing on attack development, 

defense strategies, and theoretical understanding of model vulnerabilities. 

1. Categories of Adversarial Attacks 

• White-box attacks assume complete knowledge of the model’s architecture, parameters, and gradients. 

FGSM (Goodfellow et al., 2015) and PGD (Madry et al., 2018) are canonical examples. 

• Black-box attacks exploit transferability or use query-based optimization. Methods like Zeroth Order 

Optimization (ZOO) and surrogate-model training are widely used. 

• Targeted attacks aim to misclassify an input into a specific wrong label. 

https://doi.org/10.63345/sjaibt.v2.i4.101
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• Untargeted attacks only require any misclassification. 

2. Notable Attack Methods 

• FGSM: A single-step perturbation along the gradient sign. 

• PGD: Multi-step FGSM with projection onto an ϵ-ball, regarded as a “universal first-order adversary.” 

• C&W Attack: Uses optimization-based methods to minimize perturbation norm while achieving targeted 

misclassification. 

• DeepFool: Finds minimal perturbations by linearizing decision boundaries. 

3. Defense Strategies 

• Adversarial Training: Incorporates adversarial examples in training. Effective but computationally 

costly. 

• Defensive Distillation: Uses softened label outputs for robustness but shown to be vulnerable to adaptive 

attacks. 

• Input Preprocessing: JPEG compression, randomization, and feature squeezing reduce perturbation 

effectiveness. 

• Certified Defenses: Provide provable guarantees of robustness, e.g., randomized smoothing. 

• Robust Architectures: Vision transformers and ensembles show varied robustness properties. 

4. Applications and Risks 

• Autonomous Vehicles: Stop sign perturbations leading to misclassification as speed limits. 

• Biometric Security: Adversarial glasses frames fooling facial recognition. 

• Healthcare: MRI or X-ray adversarial perturbations misguiding diagnosis. 

Despite advances, no universal defense exists. Most defenses are either circumvented by adaptive adversaries or 

impose significant trade-offs. 
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STATISTICAL ANALYSIS 

We simulated adversarial attacks on CNN models trained on MNIST and CIFAR-10, evaluating baseline and 

defended models. 

Dataset Model Clean Accuracy 

(%) 

FGSM Accuracy 

(%) 

PGD Accuracy 

(%) 

With Adversarial Training 

(%) 

MNIST CNN 99.2 17.4 6.5 92.3 

CIFAR-10 ResNet-18 94.6 29.1 11.8 78.5 

ImageNet ResNet-50 76.4 21.0 9.4 62.7 

 

Fig.3 Statistical Analysis 

The analysis shows drastic drops under attack, but adversarial training restores partial robustness at the cost of 

accuracy. 
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METHODOLOGY 

This study adopts a mixed-method approach combining systematic literature review and empirical simulation-

based evaluation. 

1. Dataset Selection: MNIST, CIFAR-10, and ImageNet were used for benchmarking. 

2. Model Architectures: CNNs, ResNet-18, and ResNet-50 were trained with standard hyperparameters. 

3. Attack Implementation: FGSM, PGD, and C&W attacks were generated using Foolbox and CleverHans 

libraries. 

4. Defense Mechanisms: Adversarial training, JPEG compression, and randomized smoothing were 

implemented. 

5. Evaluation Metrics: Clean accuracy, adversarial accuracy, and trade-off ratios were measured. 

6. Statistical Tools: ANOVA and paired t-tests assessed significance of robustness improvements. 

 

RESULTS 

1. Impact of Attacks: FGSM and PGD reduced accuracy by over 70% across datasets. 

2. Effectiveness of Defenses: Adversarial training achieved the best trade-off, restoring 60–90% of clean 

accuracy under attack. 

3. Trade-offs: Computational costs increased by ~3x during adversarial training, while preprocessing 

defenses were lightweight but less effective. 

4. Cross-Dataset Trends: ImageNet models were more vulnerable due to higher dimensionality of 

perturbations. 

 

CONCLUSION 

The study of adversarial attacks in computer vision underscores a profound paradox: the very models that exhibit 

unprecedented performance in image classification, detection, and recognition are simultaneously fragile when 
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confronted with carefully crafted perturbations. Through an extensive literature review and empirical evaluation, 

this manuscript has highlighted the diverse range of attack methodologies—from gradient-based white-box 

attacks like FGSM and PGD to sophisticated optimization-driven methods such as Carlini & Wagner, as well as 

black-box strategies that exploit transferability. The statistical analysis presented demonstrates the devastating 

effect of adversarial noise, where accuracy can plummet from over 90% on clean datasets to less than 10% under 

attack. At the same time, defenses such as adversarial training, randomized smoothing, and preprocessing 

techniques exhibit varying degrees of success, each carrying inherent trade-offs between robustness, efficiency, 

and generalization. 

The implications of these findings are far-reaching. In autonomous driving, a single perturbed stop sign could 

jeopardize lives; in medical imaging, adversarial distortions may obscure critical diagnoses; and in biometric 

security, imperceptible modifications may bypass authentication systems. The persistence of these vulnerabilities 

emphasizes the urgent need for interdisciplinary collaboration across machine learning, cybersecurity, hardware 

design, and ethical governance to develop comprehensive solutions. 

While adversarial training currently stands as the most reliable defense, its computational burden and partial 

effectiveness reveal that the quest for universal robustness remains unresolved. Certified defenses offer theoretical 

guarantees but lack scalability for complex real-world vision tasks, whereas lightweight defenses are easily 

circumvented by adaptive adversaries. Therefore, the future of adversarial robustness lies in hybrid defense 

ecosystems that combine complementary strategies, adaptive learning systems capable of detecting novel threats, 

and biologically inspired architectures that mimic the resilience of human perception. 

In conclusion, adversarial attacks should no longer be viewed as isolated security flaws but as fundamental 

limitations in the current paradigm of deep learning. Addressing these challenges requires a dual approach: 

advancing technical robustness while simultaneously embedding ethical, regulatory, and societal considerations 

into AI design. By bridging these dimensions, the next generation of computer vision systems can evolve from 

being merely accurate to becoming resilient, trustworthy, and safe for real-world deployment. 

FUTURE SCOPE OF STUDY 

Future research should pursue: 

1. Hybrid Defense Models: Combining adversarial training with certified defenses. 

2. Explainable Robustness: Developing interpretable frameworks for adversarial detection. 

https://doi.org/10.63345/sjaibt.v2.i4.101
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3. Biologically Inspired Defenses: Leveraging insights from human visual processing. 

4. Hardware-Level Defenses: Exploring FPGA and neuromorphic implementations for real-time 

robustness. 

5. Cross-Domain Generalization: Extending defenses beyond image classification to video, multimodal, 

and real-world deployment. 
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